In this paper, we developed a psychological model of digital competence including four components (knowledge, skills, motivation and responsibility) and four spheres (work with online content, communication, technical activity and consumption). The Digital Competence Index (DCI) is a 52-item instrument assessing an index and an entire profile of digital competence. In the Russian population study (1203 adolescents 12-17 years old and 1209 parents), acceptable reliability (.72-.90 for all of the scales, except motivation) of DCI was demonstrated. Confirmatory factor analysis supported the superiority of the four-component structure with the second-order index. Mean DCI was 34% of the maximally possible level in adolescents and 31% in parents, indicating the necessity for the educational programs in Russia. The motivation component was both the lowest and the least homogeneous factor, indicating that important special efforts to improve motivation to learn in Russian adolescents are needed.
are not based on empirical data. The aim of the study was to develop a psychological model of digital competence and an instrument for its assessment that would be feasible, reliable and valid for evaluating not only the efficacy of the social programs but also their impacts (Prochaska et al., 2008) .
Digital literacy and digital competence
The term "digital literacy" gained popularity because of a book by Pol Gilster (1997) , who defined it as the capability to critically understand and use information that is received by a computer in various formats and from various sources. This definition was confirmed by Allan Martin (Martin & Madigan, 2006) as the consciousness, attitudes and capability of a person to appropriately use digital instruments as well as instruments of identification, access, management, integration, appraisal, analysis and synthesis of the digital resources both for creating new systems of knowledge and communication with others.
Further extension of this definition as a digital competence (Ilomaki et al., 2011) is explained by two main factors. First, rapid increase in the Internet use and popularity in children and adolescents changes its role as a specific activity to the role of the "whole world", with the opportunities and activities that are as diverse as in the "offline" world. Under these conditions, analysis of the critical relationship to the information should include not only knowledge and skills but also motivation, values, and online activity type. Second, the list of social relationships and roles that could be maintained using the Internet became much wider than "user" and "programmer". In this context, some authors suggest analyzing the Internet as a place of special culture and "digital citizenship" (Mossberger et al., 2008) , emphasizing the importance of understanding social relationships on the Internet. Based on these ideas, we considered digital competence as a part of social competence (Asmolov & Soldatova, 2006 ) that should be analyzed through understanding knowledge, skills, beliefs, motivation and behavior on the Internet.
Psychological model of digital competence
We define digital competence as a personal capability and readiness to make confident, effective, critical and safe choices and the implementation of the infocommunication technologies in various domains (informational environment, communication, consumption and techno-sphere) that is based on continuous learning competencies (system of knowledge, skills, motivation and responsibility). In other words, digital competence is not only the amount of general user and professional knowledge and skills, which are presented in various models of ICT competence and information competence, but also the emphasis on the effective activity and personal relationship to this activity based on a sense of responsibility.
Consideration of responsibility as a component of digital competence requires an understanding of the rights and duties of the "digital" citizen, as well as rules of behavior in the digital world. Issues related to responsibility are also related to the problem of safety of modern information and communication tech-nologies for children and adolescents. This safety includes not only the situation if adults provide technical safety to himself and his child but also situations if users contact special services meeting possible online risks, understand what is and what is not appropriate in the process of online communications (regardless of the degree of anonymity), and feel that people in the Internet should be as careful as in their offline life. Digital competence should include the knowledge and skills that enable adults and children to use the Internet safely and critically. Effective use of all of the opportunities of ICT for learning and self-education is possible only in conjunction with the intention to minimize the risks that new technologies may have.
Globalism and inclusivity as key features of the Internet do not only determine its spread into various spheres of human life but also contribute to how digital competence is displayed in various areas and activities. We distinguish four spheres of human activity, in which tremendous opportunities and risks of the Internet are fully demonstrated (see Table 1 ). They are the information (content) sphere (creation, search, selection, critical evaluation of the content), sphere of communication (creation, development, maintenance of relationships, identity, reputation, and the processes of self-presentation), sphere of consumption (use of the Internet for consumer purposes -orders, services, shopping, etc.) and techno-sphere (computer and software-related skills including skills that are necessary to provide technical safety). Accordingly, there are four types of digital competence: 1) Information and media competence -knowledge, skills, motivation and responsibility associated with search, understanding, organizing, archiving of digital information and its critical evaluation, as well as with the creation of materials based on digital technologies (texts, images, audio and video); 2) Communicative competence -knowledge, skills, motivation and responsibility required for online communication in various forms (email, chats, blogs, forums, social networks, etc.) with various purposes; 3) Technical competence -knowledge, skills, motivation and responsibility allowing use of a computer and appropriate software effectively and safely for solving various problems, including the use of computer networks; 4) Consumption competence -knowledge, skills, motivation and responsibility to solve (through computer and the Internet) a variety of routine tasks associated with specific life situations that involve various needs' satisfaction.
The phenomenon of digital competence and its competencies and components are associated with motivation and responsibility. The motivational component involves the formation of a meaningful intention to develop and achieve digital competence as a basis of an adequate digital activity that is complementary to other human activity in modern times. The responsibility component includes, in addition to motivation, the competencies to provide security online: skills of security provision if using the Internet (1) as a source of information, (2) in online communications, (3) in solving various problems associated with the consumption, and (4) ensuring technical safety for all of these actions (Table 1) . All of these components of digital competence can be implemented in various ways in each of these four areas. Use of the Internet for communicating includes searching, downloading and creating content; solving technical problems; and purchasing and payments, which are different possibilities; consequently, they demand successful implementation of various resources and competencies. Metaphorically speaking, both "retardation" in the digital development and the "digital genius" can be either general (including many areas) or partial (only in some areas). Therefore, in the investigation of digital literacy, it is important to study both its components and the spheres in which each of the components may have specific development and implementation. ). Development of a new index of digital competence requires the systematization of these approaches and the discussion of the reasons why the existing model and/or indicators seem to be insufficient for the requirements and theoretical approaches discussed above.
The starting point for the development of all social indices (Sirgy et al, 2006 ) is the recognition that the objective economic indices (for instance, use of gross domestic product to describe well-being in the country or use of the availability of Internet access to assess digital competence) are insufficient to assess the social processes behind one or other phenomena.
The first attempts to overcome these difficulties usually involve a shift to use completely subjective indicators (usually with one-item approach; for example, people are asked to rate their well-being on a scale). In the field of information technology, an example of this approach is the COQS index, which was developed **** http://www.gdlcouncil.org/index.html **** http://www.cepis.org **** http://www.microsoft.com/about/corporatecitizenship/citizenship/giving/programs/up/digitalliteracy/default.mspx **** http://www.netliteracy.org/digital-literacy in a project by the Statistical Indicators Benchmarking the Information Society (SIBIS). In this index, people are asked to appraise themselves on four scales corresponding to the following groups of skills: how well they communicate with others online (Communicating), obtaining (or downloading) and installing software on a computer (Obtaining), questioning the source of information on the Internet (Questioning) and searching for the required information using search engines (Searching). Despite the ease of use, these methods are unreliable and oversimplify the picture. Particularly, COQS includes only a few examples of skills, without considering knowledge, motivation, responsibility and other activities on the Internet.
The next step in the development of approaches to digital competence diagnostics includes creating indexes based on a series of indicators. Indicators are selected based on one of two variants. The first way is to select a large number of indicators and in some cases, their subsequent narrowing by some statistical criterion (e.g., weights in regression equation to predict an outcome variable or factorial analysis of the scale's structure). In the second approach to the creation of indices, a theoretical model should be initially proposed. Items are selected according to this model (to describe it as completely as possible). After collecting empirical data, the structure of the index can be specified for better compliance with its model. Advantage of this latter variant is that the final instrument is clear and logical, as well as economically more efficient. Below we consider these two variants in detail.
Selection of indicators based on the regression equation is optimal if the aim is prediction, but a limitation is that it is not always possible to determine the "gold standard" that we would like to predict (and that is possible to appraise). Particularly, this issue applies to digital competence, for which also there is no "gold standard measurement", which would be used as a reference point in creating its index.
The idea of identifying the factor structure of the instrument and further selection of items (indicators) that had maximum loadings on these factors has been implemented in the ICT development index (IDI, Measuring the information society, 2012). The index consists of 11 indicators, selected based on expert appraisals and grouped into the following three scales: access to information and communication technologies (having computers, Internet access, mobile network coverage, etc.), use of information and communication technologies (percentage of users) and skills (literacy). The weight of each of the components in the general index was determined based on factor analysis (principal component method). however, the problem with this approach is even greater than the previous approach; factor structure and loadings depend on what indicators were selected as the initial set, their quantity and how they relate to each other. As a result, the final scale of the index may not reflect reality but instead the preferences of the researchers.
A more individual approach is provided using indexes evaluating the skills of users. Typically, skills are selected by experts in way that maximizes the coverage of an area. An example is the Microsoft Computing Safety Index * , which aims to * http://www.microsoft.com/security/resources/mcsi.aspx assess the skills of people to ensure their own safety on the Internet (use of new operating systems, antivirus, automatic updates, etc.). however, most of these indices are limited to a specific area: the safety of children online, search skills and communication skills training or computer security skills, which does not allow for general screening of digital competence.
Thus, there have been many insights and findings in previous studies of digital competence with respect to its components as skills and, to a lesser extent, knowledge. The studies have primarily focused on the activities with online content (e.g., information search) and technical skills. Most of these initiatives were aimed at training a specific group of people (students, professionals, etc.) and did not consider the issues of motivation, responsibility and personal relationship to the Internet.
The first aim of this study was to develop a screening instrument for general assessment of digital competence (index) as well as a profile including various components and spheres of online activity. The second aim of the study was to validate the index on the representative Russian sample of adolescents and parents. In this paper, we describe a part of the validation study including appraisal of reliability and factor validity of the index.
Method
The study was conducted by the Foundation for Internet Development and Lomonosov's Moscow State University, Psychology Department with the support of Google. Interviews were completed by the Analytical Center of Yuri Levada using multilevel stratified representative samples of adolescents aged 12-17 years old and parents with children of the same age living in Russian cities with 100 000 habitants or more. Fifty-eight cities from the 45 regions of all eight Federal Districts were randomly selected. Samples were created proportionally to the population size in the cities.
Participants. Participants in the study included 1203 adolescents 12-17 years old (50% females; 12-13 years old -2%; 14-15 years old -35%; 16-17 years old -33%) and 1209 parents (69% females; 28-39 years old -47%; 40-49 years old -45%; more than 50 years old -8%) with children within this age range. Most children were in middle or high school (89%), and the others were students either in college (9%) or at a university (2%). Thirteen percent of parents had a basic education, 40% had a professional education, and 47% had a university education.
Methods. The Digital Competence Index (DCI) was developed by a group of psychologists based on the psychological model of digital competence. DCI is a 56-item screening instrument, including four scales, that appraises knowledge (10 items), skills (25 items), motivation (10 items) and responsibility (11 items) online in each of the four spheres of online activity (working with the content, communication, technical activity and consumption). Participants were asked to choose from the list (as many options as they wish) what they know, can do well or excellently and would like to learn about the Internet (see Table 2 ). The profile of digital competence included 16 subscales. 
Communication
To interact with the participants of the various Internet-communities (Twitter, forum, wiki, etc.).
Motivation Please choose from this list all of the things about that you would like not only to learn more but to learn how to use them successfully.
Technical activity
Possibilities to establish updates on software settings on the device I use to go on the Internet.
Responsibility
Please choose from this list all of the things you are able to do on the Internet.
Consumption
To determine the degree of privacy and security of personal data transfer using services via the Internet.
For each subscale, the final score was processed as a percentage of the answers chosen. The general index is a mean sum of the four components of digital competence. Therefore, all of the components were presented in the index in equal proportion. This approach to the data scores was chosen to make an index easy for use by non-specialists (e.g., face validity).
To achieve feasibility of the index, a pilot study including 20 adolescents and 20 parents was held. All of the participants were interviewed about any difficulties and suggestions they had regarding the questionnaire. Any unclear and ambiguous items and instructions were reformulated.
Results
The mean digital competence was 34±16% in the adolescent sample and 31±18% in the parent sample, demonstrating that participants' digital literacy was just onethird of possible maximum. The most prominent component was knowledge, and the least prominent component was motivation (Fig. 1) . Both parents and adolescents were more competent in the sphere of working with the content online (38% and 46%, respectively) and least competent in the sphere of consumption (27% and 18%, respectively).
As shown in Table 3 , the Cronbach's alphas varied from medium to high (.72-.90) for each digital competence component, except motivation. Considering that items in the motivation scale are the same as in the knowledge scale, this low reliability could not be explained by poor psychometric quality of the scale. We suggest that in the contemporary Russian context, both adolescents and parents typically have learnt their online knowledge and skills spontaneously and have poor understand-ing of what to learn about the Internet. With the development of motivation, it should become not only higher but also more consistent.
Confirmatory factor analysis was used to appraise factor validity of the construct (Brown, 2006) . We compared characteristics of the three nested models. Model 1 included four components (knowledge, skills, motivation and responsibility) and second-order general index. Model 2 consisted of four independent components. In model 3, all of the items loaded on the general index without components. Both the adolescents and parents in model 1 (CFI = .77, RMSEA = .04 for adolescents and CFI = .81, RMSEA = .05 for parents) were superior compared with models 2 (∆χ 2 = 1415, ∆df = 5, p < .001 and ∆χ 2 = 1779, ∆df = 5, p < .001, respectively) and 3 (∆χ 2 = 945, ∆df = 5, p < .001 and ∆χ 2 = 775, ∆df = 5, p < .001, respectively). 
Discussion
The Digital Competence Index is a screening instrument that can be used to assess general online competence as well as its profile in adolescents and adults. Except for the motivation scale, all of the scales were found to be reliable. We hypothesize that the low consistency of the motivation scale is due to the poor development and implementation of the goals to learn on the Internet, which is typical in the contemporary Russian context. Confirmatory factor analysis supported the four- component factor structure with the second-order index both in the adolescents and adults. Theoretically, the major advantage of DCI is that it explicitly considers motivation and responsibility (that are central for the digital "citizenship", e.g., Mossberger et al., 2008) and it builds a profile of competence in various spheres and domains.
Further research should concentrate on three points. First, construct validity (e.g., comparing to the tasks of online activity) and responsiveness to changes in DCI should be further explored. Second, the components of motivation and responsibility should be studied and elaborated. In the DCI, the responsibility scale describes mainly online safety skills, whereas the motivation scale appraises readiness to learn general skills and knowledge about the Internet. however, both personal motivation and responsibility for the online activity include problems in the personal relationship to the Internet, emotions experienced with the Internet, coping skills, etc. Third, the low level of the digital competence in Russia (especially motivational component) indicates the necessity of educational programs aimed to improve not only knowledge and skills online but also to develop self-regulation in the choice and implementation of the goals on the Internet (motivational component) as well as personal responsible relationship to online events (responsibility component).
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